Thank you for your request. 

1. Does your organisation pro-actively report breaches of the Data Protection Act 1998 (DPA) to the Information Commissioner’s Office (ICO)? 

Yes. Where applicable, breaches of the DPA are reported to the ICO.

1a. If the answer is yes, please provide the number of breaches that have been reported. 

In the period 1 June 2011 to 1 June 2016 we reported 1 data protection breach to the ICO. Details of the breach were provided as part of a previous FoI response. Included within this response was an additional data protection incident that was not reported to the ICO:
http://webarchive.nationalarchives.gov.uk/20121002231231/http://ons.gov.uk/ons/about-ons/what-we-do/FOI/foi-requests/government/data-protection-act-breaches-by-ons-employess-7-09---07-12/index.html
In response to the notification, the ICO replied stating disclosure was unlikely to cause significant detriment to the data subjects and no formal regulatory action was necessary.

2. Does your organisation have an internal procedure for responding to breaches of the DPA? 

Yes. All breaches are reported to the Legal and Information Assurance team, who manage the investigation into all breaches and decide, based on the ICO guidance, whether the ICO should be notified. ICO breach reporting guidance can be found here:
https://ico.org.uk/media/for-organisations/documents/1536/breach_reporting.pdf

2a. If the answer is yes, please provide the number of breaches that have occurred.
The number of breaches that have occurred in this period is 7. This includes the 2 incidents highlighted in the previous FoI response. None of the other incidents were reported to the ICO as they were not deemed to meet the criteria as specified in the ICO breach notification guidance.  

An outline of the remaining 5 data protection incidents can be found in the attached table. None of the incidents were reported to the ICO in accordance with ICO breach reporting guidance.
	Number and class of people affected
	Description of data
	Details of breach
	Lessons learned / Changes to process
	ICO notification date / Reason not notified

	1 employee
1 public
	Details of staff disciplinary
	2 disciplinary letters were sent to an employee’s previous address in error.  
	No employees were disciplined. A review of the procedures for sending letters of this nature was undertaken.
Apologies sent to the employee and recipient of the letter. The recipient was asked to return the letter or confirm its destruction.
	Only 2 people, no sensitive personal data disclosed therefore not reported to the ICO.
No damage or detriment discovered as a result of investigations.

	2 employees
	Passports

References

NI Number
	International Passenger survey employee file was left unattended in a public area of an airport. No evidence of any non-ONS staff viewing information and no detriment discovered.
	No employees were disciplined. An investigation was undertaken. No individual detriment to the data subjects was discovered. The line manager was informed of the seriousness of the matter and the member of staff was reminded of their responsibilities when handling personal data.
	No evidence of any non-ONS staff viewing information therefore not reported to the ICO.
No damage or detriment discovered as a result of investigations.

	1 employee
2 previous employees
	1 internal email (no confidential information)
	Manager sent letter to staff but printed on the back of the letter was an old internal email (between the manager and a third party). 
	The employee was not disciplined. An investigation was undertaken. No individual detriment to the data subjects was discovered. The line manager was informed of the seriousness of the matter and the employee was reminded of their responsibilities when handling personal data.
	Only 3 people involved, benign information, no damage or detriment. As a result, not reported to the ICO.

	1 employee
140 public
	Names and email addresses
	1 letter sent to 140 businesses. Email addresses were inserted as cc as opposed to bcc.
	The employee was not disciplined although it was recommended that greater care be taken in the future.
	Not reported to ICO, as email addresses were the only data disclosed. 
No damage or detriment discovered as a result of investigations.

	Employee names only
	Printed documents for a meeting
	Documents left on train. Collected later the same day. 
	Other methods of viewing documents whilst in transit suggested to the employee. 
Staff reminded that care should be taken when viewing personal data whilst travelling.
	Names of a small number of employees so did not reach the notification threshold.
No damage or detriment discovered as a result of investigations.


